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About High Safety Required Use

This product is designed, developed and manufactured as contemplated for general use,
including without limitation, general office use, personal use and household use, but is not
designed, developed and manufactured as contemplated for use accompanying fatal risks or
dangers that, unless extremely high safety is secured, could lead directly to death, personal
injury, severe physical damage or other loss (hereinafter "High Safety Required Use"),
including without limitation, nuclear power core control, airplane control, air traffic control,
mass transport operation control, life support, weapon launching control. You shall not use
this product without securing the sufficient safety required for the High Safety Required Use.
If you wish to use this product for High Safety Required Use, please consult with our sale
person in charge before such use.
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1 Feature of FU-a3-Shutdown

1.1. Overview

FU-a3-Shutdown enables multiple servers on identical network (TCP/IP )to shut down. As the
configuration of the system, FU- « 3-LANBOARD or FU- « 3-LANBOARD-2 (hereafter, referred to as
FU- a 3-LANBOARD) card is executed, Power supply is supplied to the multiple servers from UPS
and these servers are assumed the case on identical network. The FU-a3-Shutdown is installed in
these servers. When the power outage occurs, FU- « 3-LANBOARD that is controlling the UPS
sends the shutdown command via network (TCP/IP) to the server that is supplied power supply.
When the server receives the shutdown command, start up the system shutdown of the OS.

Following environment requires to use the main software.

FU- o 3-LANBOARD

Objection UPS
other

10.48.XX firmware
10.102.XX firmware

FU-a3 Series
LAN cable., TCP/IP (Protocol)

Table 1

1.1.1. Recommended motion environment

1.1.2. Correspondence of the OS

When FU-a3-Shutdown is used, following environment is recommended.
° CPU (Pentium) More than 200MHz

] Memory More than 128MB

o Empty capacity of the hard disc More than 100MB

Corresponding to following OS in our software.

For the period of Windows 2000 SP4
Windows XP

Windows Server 2003 / 2003 R2
Windows Vista

Windows Server 2008 / 2008 R2
Windows 7

Windows Server 2012 / 2012 R2
Windows 8 / 8.1

Windows 10

Windows 11

Windows Server 2016

Windows Server 2019

Windows Server 2022



1.2. Function

Following function is in our software.

Shutdown

Program execution

Monitor of FU- «
3-LANBOARD

Transfer of shutdown
signal

Shutdown in the case
of UPS redundant
composition

After the shutdown signal is received, the system is shut down in safety.

When the system is shut down to customize [doshutdown.sh] within install

directory, external program can be possible to implement external program within
install directory.

Monitor the motion of FU- o 3-LANBOARD.

The transmission between FU- o 3-LANBOARD that send shutdown signal can be
confirmed.

After shutdown signal transmission module is used, the transfer of shutdown
signal can perform. Theoretically, infinite unit of shutdown is possible.

The function shuts down in the case of operating backup or the abnormal in the
no case of keeping the redundant composition in the redundant composition
system that is supplied power supply from 2 units of UPS.

Table 2



2 Installation

1.

Execute “FU-a3-Shutdown —X.Y.Z-WIN_JP.msi”.

Caution

When UAC is enable about the OS for period of Windows Vista, the pop up of user account control is displayed.
gl User Account Control @

|\!y Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  CA\Metshut-4.5.31WIN_EM.msi
Publisher: Unknown
File origin: Hard drive on this computer

% | Show details

Change when these notifications appear

After [YES] button is selected, authorize the change. When [NO] button was selected, the installation

does not complete normally.




Installation wizard is started.
{& FU-A3-Shutdown

Welcome to the FU-A3-Shutdown Setup Wizard

The installer will guide you through the steps required o inztall FU-A3-Shutdown on your computer,

WARMING: This computer program iz protected by copyright law and intermational breaties.
|Inauthorized duplication ar distribution of this program, ar any portion af it may result in severe civil
or criminal penalties, and will be prozecuted to the mazimum extent pozsible under the law.

Cancel | ¢ Bachk

Figure 1 FU-a3-Shutdown screen

Click to the [NEXT] button.

The screen of license agreement is displayed as shown in Figure 3.

{i& FU-A3-Shutdown

License Agreement

Fleaze take a moment to read the licenze agreement now. [F you accept the terms below, click '
Agree, then "Mest". Otherwize click "Cancel”.

IF***************Termg of licenze agresrment® sk sk ik ok ok ok
— All rights concerning thiz software and the reproductions

zhall belong to NTT FACLITES, ING. (MTTF) or the donors to MNTTF
depending on

the contents.

— The Uzer shall be prohibited to modify, alter, execute
reverse engineering, execute reverse compiling or execute

reverze azzembling regarding the whole or a part of thiz
zoftware.

& | Do Mot &gree @
Cancel | ¢ Back q [diEmt > >I

Figure 2 FU-a3-Shutdown screen

[

After the [AGREE] button is changed , select the [INEXT] button,

|Comp|ement:After [AGREE] button is selected, there is possible to select [NEXT] button.|




4. Set the “INSTALLTION”.

JRI=T

Select Installation Folder

The installer will install FU-43-5hutdown ta the following folder.

To install in this folder, click "Mext"’, Tao install to a ditferent folder, enter it below or click "Browse",

e Program Files\FL-43-Shutdown' O Buowse. |

Disk Cost... |

When the installation is changed, change

Figure 3 FU-a3-Shutdown screen

Select the [NEXT] button after [FOLDER] button is changed in the case of changing the installation.

5. Installation check

P [
g

s

Confirm Installation

The installer iz ready to ingtall FU-53-Shutdown on pour computer.

Click "Mext" ta start the installation.

Cancel | < Back

Figure 4 FU-a3-Shutdown screen

Select the [NEXT] button.



Installation is started.

—IE1x]
Installing FU-A3-Shutdown =/

FU-&3-Shutdown iz being inzstalled.

Pleaze wai. ..

Cancel < Back [ewt =

00

Figure 5 FU-a3-Shutdown screen

The input screen of the license key is displayed as shown in Figure 7.

1t Checking the licence key @

Twpe the License Key.

0K ‘

Figure 6 LICENSE KEY CHECK screen

Select the [OK] button after the license key is input.



7.

The complete of the installation

fif FU-A3-Shutdown

Installation Complete

Lanze!

Figure 7 FU-a3-Shutdown screen

The installation completes. After [CLOSE] button is selected, finish the installer.



3 Uninstallation

|In the case of Windows 2000, Windows XP, Windows Server 2003,

1. Execute the “ADDITION AND DELETE OF PROGRAM” from the control panel.

2. After “FU-a3-Shutdown” from “The change and delete of the program” is selected, select the [DELETE] button.

B Add or Remove Programs =] _|f'5__<|
ey
\\Eﬂ Currently installed programs: [ show updates Sort byt
Change or .

]
Femove fie FU-A3-Shutdown

Programs

or s kion, d
r o change this program or remove it From your computer ange ar Remave, Remave [
E‘§ J

Add MNew Size 0.96ME

Prograns

AddjRemove
Wiindows
Components

@

Set Program
fiecess and
Defaults

Figure 8 ADDITION AND DELETE OF PROGRAM screen

3. The confirmed popup of delete is displayed.
Add or, Remove Programs
\‘;/ Are wou sure you wank bo remove FU-A3-Shutdown from your compuker?

e —
Yes Mo

Figure 9 ADDITION AND DELETE OF PROGRAM screen

When the [YES] button is selected, uninstall is started.

Uninstall completes.

CAUTION
In OS (for the period of Windows XP) that is executed Windows Firewall, uninstall adds the setting of port
that FU-a3-Shutdown uses in the case of installing automatically. Change the setting of security when the
uninstall implements the security step (such as Firewall of HUB) except for Windows Firewall.

TCP receive port number that FU- & 3-Shutdown uses (In the case of default): 7006

The process name of FU- o 3—Shutdown: Netshut.exe




1.

3.

|In the case for period of Windows Vista|

Select the uninstall from “PROGRAM of the control panel”.

2. Select the uninstall after “FU-a3-Shutdown” is selected from the function of the program.

&l Programs and Features

=101 xl
i =
GL)? E ~ Control Panel ~ Programs ~ Programs and Features - m I Search Programs and Features r
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then didk Uninstall, Change, or Repair.
'ﬁ' Turn Windows features on or off
Organize Change  Repair i= - @

MName ~| Publisher

I NTT FACILITIES,
é;_il Virtual Machine Additions

Microsoft Corporation
1] | i
. 1| NTT FACILITIES, INC. Product version: 4,6.0
Size: 442 KB

Figure 10 PROGRAM AND FUNCTION screen

The confirmed popup of delete is displayed.

Programs and Features

I Are you sure you want to uninstall FU-A3-Shutdown?

[T In the future, do not show me this dialog box

Figure 11 PROGRAM AND FUNCTION screen

When the [YES] button is selected, uninstall is started.



4. The completion confirmation of FU-a3-Shutdown is displayed.

Fu-A3-Shutdown x|

The following applications should be closed before continuing the
install:

Metshut Sry

Automatically close applications and attempt to restart them after
setup is complete.

@t close applications. (4 Reboot may be required.D
[ ok | Cancel |

Figure 12 FU-a3-Shutdown screen

Select the [OK] button after [APPLICATION IS NOT FINISHED (THERE IS THE CASE THAT START UP NEEDS)]
button is changed.

Uninstall completes.

Caution
In OS (for the period of Windows XP) that is executed Windows Firewall, uninstall adds the setting of port
that FU-a3-Shutdown uses in the case of installing automatically. Change the setting of security when the
uninstall implements the security step (such as Firewall of HUB) except for Windows Firewall.

TCP receive port number that FU- o 3—Shutdown uses (In the case of default): 7006

The process name of FU- o 3—Shutdown:Netshut.exe

10



4 Operation of FU-a3-Shutdown

4.1. The start/stop/restart up of the service

FU-a3-Shutdown starts up as the service in the background. When the OS starts up,
FU-a3-Shutdown is also started automatically. Use the service stop restart function of Windows
standard to perform the start stop restart from the condition that started up OS.

Example) The startup stop of FU-a3-Shutdown is possible for executing the following command.
|In the case of Windows 2000, Windows XP, Windows Server 2003|

net stop NetshutSrv < In the case of service stop
net start NetshutSrv < In the case of service start up

[For the period of the case of Windows Vista

sc stop NetshutSrv < In the case of service stop
sc start NetshutSrv < In the case of service start up

4.2. The transfer of shutdown signal

There are eight units to send the shutdown signal from FU- « 3-LANBOARD.
The transfer of shutdown signal can be required to perform transfer of shutdown signal to shut
down PC more than 8 units.

FU-a3-Shutdown installation Transfer of shutdown signal

FM?:éhutdown

installation

FU-a3-Shutdown installation
Figure 13 Transfer image of shutdown signal

There is explanation about the transfer method of the shutdown signal in our chapter.

11



1.

Netshutcmd.exe Jmodule in install directory of FU-a3-Shutdown for transfer of shutdown signal can be used.

The startup parameter of [Netshutcmd.exe] is as follows.

Netshutcmd < IP-Address of forwarding address> <Communication port> [-SC]

IP-Address to transfer the shutdown signal is designated.
IP-Address of FU-a3-Shutdown can be required to install in the terminal of
transfer forwarding address.

Communication TCP connection port number that sends to the shutdown signal
port is designed. Thereis [7006 | in default.

The content of command is encrypted. When this flag is not used,
Encryption treatment does not implement.

-SC
Table 3

Above Module can be described to implement in [doshutdown.bat ] within same directory.

Open [doshutdown.bat] of the same directory in text editor.

Highlighted text is added as follows.

(Example: Default value (7006/TCP) can be shown about the each communication port in 192.168.1.100.
192.168.1.101, 192.168.1.102 of 3 units of IP-Address of forwarding address in following description.)

In the case of Windows 2000, Windows XP, Windows Server 2003

Netshutemd 192.168.1.100 7006 -SC
Netshutemd 192.168.1.101 7006 -SC
Netshutemd 192.168.1.102 7006 -SC
shutdown.exe /L /Y /C /T:10

In the case for the period of Windows Vista|

Netshutemd 192.168.1.100 7006 -SC
Netshutemd 192.168.1.101 7006 -SC
Netshutemd 192.168.1.102 7006 -SC
shutdown_vista.vbs

The transfer setting of shutdown signal completes.

12



4.3. Operation and setting in the case of UPS redundant composition

In the server of redundant power supply correspondence, shutdown system that is prioritized possibility can be
consisted in the redundant composition that supplies power supply from UPS of 2 units.

4.3.1. The UPS redundant composition

The system configuration example of the redundant component is displayed as illustrated below.

The power supply of server that corresponded to redundant power supply is supplied from each UPS and LAN
network also connects with UPS. When performing the backup operation about the condition that does not keep
redundant composition in UPS1 and UPS2, server is shut down.

In this case, because the shutdown signal though network is sent, Hub as communication path is also requires to
correspond.

UPS 1

Power supply

FU- a8-LANBOARD

Server
(Support redundant power supplies)

HUB of correspondencd
of the redundant
power supply

LAN\

Input 1

uPs 2

/ol

FU- a8-LANBOARD

Power supply

Input 2

Figure 14 Connection image in the case of UPS redundant composition

13



In the case of redundant composition, there is shutdown system that is prioritized. When backup operation in the
condition that does not keep redundant composition (uncondition such as bypass operation, fault or being backup
operation of UPS1 or UPS2) performs, the shutdown of OS starts. When FU-a3-Shutdown receives the OS
shutdown, the condition is checked (SNMP-GET) and check.

Even if side is fault ot power outage, the shutdown of OS does not shut down.

e —

oN Delay of OS shutdown
start.
- slnpuisoiiemm
OFf e ===
Input (UPS1) Shutdown signal < >
(FU-A3-Shutdown) Delay of OS shutdown
ON Status check
start.
\ e
0] e
Input2 (UPS2) Status check Shutdown signal
(FU-A3-Shutdown)
ON
o] = = lececcsccscssaes -.\_

Shutdwun.
(Both of the UPS is
abnormary.)

Not Shutdwun.
(One of the UPS is normaly.)

Figure 15 Shutdown image in the case of UPS redundant composition

When UPS performed backup operation, the shutdown is implemented by the condition of UPS of side.

UPS1 (Side) UPS2 (Event occurrence UPS) Server shutdown
Normal operation Backup operation No
Backup operation Backup operation Yes

Bypass operation (manual. fault) Backup operation Yes
Communication abnormal Backup operation Yes
Stop operation (waiting operation) Backup operation Yes

Table 4 shutdown condition in the case of backup

Refer to [4.3.4 About the UPS condition monitoring in the case of UPS redundant composition] about the detail.

14



4.3.2. UPS redundant composition (Composition of server several units)

When the server of multiple units in redundant composition is backed up, representative server that is shut down
the system is selected. Shut down (Transfer of shutdown signal) the other server from shutdown timing of the
server.

UPST Transfer of shutdown signal

rver #1
¢ ort redund@nt power supplies)

Power supply

D

FU-a 3-LANBOARD

sle]

Representative
server

Input1

— (F

I
N,
2
S
/
i
—~

Server#3

St Fy-A3-LANBOARD

Power supply /

Input 2

Figure 16 server multiple units connection images in the case of UPS redundant composition

CAUTION
Do not be enable (REDUNDANT=ENABLE) the redundant setting about the server#2 and server#3 as illustrated
Figure 17. When the redundant component was enable in server#2 and server#3, the UPS redundant
composition can not shut down if receiving the transfer of shutdown signal from the server#1.

15



4.3.3. Restrictions in the case of UPS redundant composition

In the case of the redundant composition, the setting value of FU- « 3-LANBOARD requires to set as illustrated

below.

(1) AUTHORIZED SETTING OF SNMP (MIB) ACCESS
Because FU-a3-Shutdown accesses using SNMP (MIB) of UPS condition of 2 units, set the access authorization
of MIB. After the setting login from monitor screen from FU- « 3-LANBOARD, perform from [UPS
management screen] —[SNMP setting screen .

TUPS Management] SNMP Setting]

Destination of SNMP trap S etting
P Address Cumty Version ;]:g JP]]][? PR;E;TE

EIp 1 1p ] e ] [m] Wi

E 16 b b ] e ] [= (i

O [ - - R

E 16 b b ] e ] [= (i

C b b b | e | [te] (i

Trap for test‘ OnBattery g ‘Trap for test

When vou click the "Test" button, the selected trap is transtitted

to the destination IP address.

JEMA trap Setting (JEMA-MIB)

Config Interval TrapControl () 1FatalFault ) 2FatalFault + Fault () 3FatalFault + Fault + Waming (® 4All

ANY Trap Control () 1:Disable @ 2Fnable ) 3:Pause

Trap Time Seting:

SNMP manager IP addresses and Read/Write permission atiributes

TP Address Read Write ity

P R Y LR N

o Jfo Jfo Jfo JO O [punic ,

P i i R N

o | o o o = =

lo | o |0 | |o O O M’ Set the IP address of server that
| | | | | | | | I: installed FU-a3-Shutdown

0 0 0 .0 O [ |public -

Cancel

Figure 17 MONITORING screen [SNMP setting]
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(2) OFF setting of UPS output stop function
Because the output stop of UPS implement from FU-a3-Shutdown, turn off the output stop of UPS function in

the case of power outage in stop motion (power outage) setting on FU- « 3-LANBOARD.

UPS Management] Stop Operation (Power Failure) Settmo]

1. 05 shutdown when power failure is detec ted.
08 shutdown when power failure is detected.
05 Shutdown Timing

(1108 shutdown by Downtime. ﬂ
Down time : utf:-s

(2) 05 shutdown by elapsed time ofpower failure. | 4P

The beginning time 0of 08 shutdown: |3 min

Take off check on
FU- o 3-LANBOARD.

s Delaj'ofmqm stop when pnwa' failure is detected. exp

ven if the input power is restored dunng the delay time,
nul:put top after delay time

Set Cancel Initizl

Figure 18 MONITORING screen [STOP MOTION (POWER OUTAGE) SETTING]

CAUTION

Because the stop output setting of stop motion (Event) is fixed as On, it can not be turned off.
TUPS Management] Stop Operation (Event) Setting].

1.0S shutdown by event. €XP
[[] 08 shutdown by overload.
[[] 08 shutdown by abnornal temperature.
[[108 shutdown by UPS failure.
08§ shutdown by "output stop orreboot operation.”

2.0utput stop by event, €XP
[l output stop by overload.
] output stop by abnommal temperature.

= — HGutpuisiop by WSEIR = = = = = ——— — — — — — -
1 ~ Cutput stop by " output stop or reboot operation.”" (Always on) 1
Delay of output stop:
"Delay ofoutput” will be applied to
Eventand
Schedule.
| set | | cancel | | nitial |

Figure 19 MONITORING screen [STOP MOTION (EVENT) SETTING]

17



(3) Align the setting value of UPS of 2 units that did redundant composition

Be same the below setting in the setting of FU- « 3-LANBOARD that mounted to UPS of 2 units that did redundant
composition.
Stop motion (power outage) Setting
>  Stop motion (power outage) Setting
>  Stop motion (Serial) Setting
»  Schedule setting

X The output OFF command according to FU- a 3-LANBOARD operation requires to implement each
UPS#1 and UPS#2.

CAUTION

The output OFF command according to Web operation needs to implement each UPS#1 and UPS#2.
Implement that each implemented operation setin [FORCRE_SHUTDOWN_TIME] within time.

18



4.3.4. About the UPS conditional monitoring in the case of UPS redundant composition
The conditional confirmation of UPS performs the state confirmation of UPS according to the SNMP Get.
OID that does SNMP Get is JEMA-MIB.

Used MIB and shutdown operation

Table 5

19



4.4. Setting of FU-a3-Shutdown

Customizing is possible about the motion setting in editing the setting file of FU-a3-Shutdown.
The change of setting file performs in following procedure.

1. Open [Netshut.conf]within install directory of FU-a3-Shutdown in text editor.

2. After the value of respective set item is changed, it is saved as.

Refer to the Table 6 as illustrated below about the each setting title.

Setting range

Setting item (initial Content
value)
Input number [1-65534].
1024~49151
PORT g Designate the port number of TCP that receives the shutdown
(7006) i
gnal.
Input the IP address [*** *** x** #¥*]
Designate the IP address of FU- @ 3-LANBOARD that sends to
the shutdown signal.
FU- o« 3-LANBOARD of IP address designated here is
IP_ADDR [1Pv4] monitored
- (0.0.0.0) '

When the address [0.*** *x* xxx |
When the address that starts in O was designated, the
monitoring of FU- a 3-LANBOARD does not perform.

Table 6

Refer to the Table 7 below about the each setting title that uses in the case of redundant composition

Setting range

Setting item (initial Content
value)
ENABLE Set the enable or unable of redundant correspondence.
When the ENABLE i h ition i le.
REDUNDANT DISABLE en the is se.:t, the redundant com!o05|t|on is enab ?
(DISABLE) When the DISABLE is set, the set of title that uses in the
redundant composition is disable and there is normal operation.
[IPv4] Set the IP address of FU- o 3-LANBOARD mounted with UPS
REDUNDANT_UPS1 (0.0.0.0) (UPS#1) that performs the redundant composition.
IPv4 Set the IP address of FU- « 3-LANBOARD card mounted with UPS
REDUNDANT_UPS2 [Pva] ¢ "
(0.0.0.0) (UPS#2) that performs the redundant composition.
When the OS shutdown started in the redundant composition, set
whether the output of UPS stops or not.
When ENABLE is set, after the OS shutdown is started in the
ENABLE redundant composition and the output of UPS is stopped in the
REDUNDANT_UPS_OFF DISABLE time designated in TREDUNDANT_UPS_OFF_DELAY .
(ENABLE) When DISABLE is set, the output of UPS is not stopped after OS

shutdown was performed.
In this case, backup operation is continued until the battery
disappears.

20



Setting item

REDUNDANT_UPS_OFF_DELAY

UPS_AUTO_RESTART

UPS1_COMMUNITY

UPS2_COMMUNITY

SNMP_GET_RETRY

SNMP_GET_TIMEOUT

SCRIPT_DELAY_TIME

FORCRE_SHUTDOWN_TIME

Setting range
(initial
value)

1~99
(3)

ENABLE
DISABLE
(DISABLE)

(public)

(public)

1~99
(2)
1~9999
(5)

1~9999
(300)

1~9999
(60)

Content

When the UPS output stop setting [ REDUNDANT_UPS_OFF |
after OS shutdown is ENABLE, set the time until the output of UPS
stops after OS shutdown starts.

Our setting value is compared with the time that sets in output
stop delay time of stop motion (Event) of FU- « 3-LANBOARD.
Compared with the time that sets in output stop delay time of
stop motion (event) of FU- o 3-LANBOARD, it is applicable to the
longer.

After [ REDUNDANT_UPS_OFF_DELAY | is stopped because of
commercial abnormal, set whether the output of UPS opens or
not.

When ENABLE is set, the output of UPS reopens in timing of
commercial abnormal restoration.

When DISABLE is set, the output of UPS is not started
automatically.

Set the setting value of community to perform the SNMP Get in
FU- @ 3-LANBOARD mounted with UPS (UPS#1) that performs the
redundant composition.

Set the setting value of community to perform the SNMP Get in
FU- @ 3-LANBOARD mounted with UPS (UPS#2) that performs the
redundant composition.

Set the number of times of retry of SNMP Get.

Set the time out (seconds) of SNMP Get.

After the shutdown script is executed, designate the time

Time is designated until the execution is possible again after
execution of shutdown script.

Normally, the change does not need.

After the command of FU-a3-Shutdown is received from
REDUNDANT_UPS1 or REDUNDANT_UPS2, in the time until the
other FU-a3-Shutdown command receives, When receiving within
[ FORCRE_SHUTDOWN_TIME |, start the shutdown without
performing the other condition check. After the
[FORCRE_SHUTDOWN_TIME] passes, When the other Netshu
command was received, the shutdown script of execution
enable/disable is decided after the states of UPS of side receiving
is checked,

Table 7

3. The startup of the service requires to respond the each setting value.

Refer to [4.1The start/stop/restart up of the service of service ]about the procedure that performs restart up of

service.
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4.5. Record content to the system log

The information according to the motion of FU-a3-Shutdown is recorded in the system log.
The record content and the explanation that are recorded are as illustrated below.

ID class Explanation content
a o Netshut CMD OK (from *** k% xx% %xk). When the shutdown _signal is r?ceived correctly, IP
address of shutdown signal send is recorded.
When the system log starts up the Netshut, it is
recorded.
2 Info Netshut Start (port @@@@). ITCP connection port that receives the shutdown
signalin f[@@@@] is recorded.
When the system log receives the shutdown signal, it
is recorded.
4 info Netshut Recv Start (from ***,**%. %%, %), IP address of shutdown signal send is recorded in
(***.***.***.***J .
When the system log fails the receive of shutdown
. signal (Socket error), it is recorded.
18 info Netshut Socket Error (from *+% F%, . %%%). IP address of shutdown signal send is recorded in
(***.***.***.***J .
When the system log fails the receive of shutdown

20 info Netshut CMD Error (from *#% s sk %) u signal, it is recorded. IP address of shutdown signal
send is recorded in [##* Hkok xoxck skokok |

24 | warning Netshut STOP. When the system log stops Netshut, it is recorded.
When the competitors of shutdown signal receive

257 error tcp_listen error for 0.0.0.0, port occurred, it is recorded.

@@@@: Address already in use. ITCP connection port that receives the shutdown
signalin l@@@@)] .
When the communication abnormal occurs in
monitoring of node (FU- a 3-LANBOARD), it is
recorded.IP address of node(FU- o 3-LANBOARD) as

258 | warning Netshut Node isn't alive (ip *** *** *kx x%x) monitoring objection in the [x*xwxxx=xwxx ) s
recorded.When the address [0Q.*** *** *xx | that
starts at 0 was set as monitoring objection, our items
is not recorded because the monitoring function
does not operate.

In the case of restoration from communication in the
monitoring of node (FU- « 3-LANBOARD). IP address
of node(FU- « 3-LANBOARD) as monitoring objection

260 info Netshut Node is alive (jp ***.*x xxk k), e r***'***'**_*'**ﬂ S EEEelS)

In the case of setting the address that starts at O
[Q.%** *** *%* | 35 monitoring objection, it is not

recorded because the monitoring function does not

operate.

When redundant composition is enable, it s

recorded.

513 info Netshut UPS1 CMD OK (from *#* ok sk k) In the case of receiving the shutdown command in
the no condition of redundant composition, it is
recorded.

When the system log is enable redundant
composition, it is recorded.

514 info Netshut UPS2 CMD OK (from *#* sokok sokok k) In the case of receiving the shutdown command in
the no condition of redundant composition, it is
recorded.
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class

Explanation

content

529

info

Netshut UPS1 RESTOR (from *¥* ¥ kx* dxx)

When the system log is enable redundant
composition, it is recorded.

In the no redundant composition, the part as
abnormal is recorded for the case of normal
restoration (restoration).

Confirm whether normal restoration or not in the
timing that was received the shutdown signal from
UPS2.

530

info

Netshut UPS2 RESTOR (from *** ¥ kx* *xx)

When the system log is enable the redundant
composition, it is recorded.

In the no redundant composition states, in the case
of powering restoration the side that is abnormal, it
is recorded. In timing that is received the shutdown
signal from UPS1, check whether there is normal
restoration or not.

531

info

Netshut ALREDY CMD (from *** *¥* sk k)

When the system log is enable redundant
composition, it is recorded.

In the no redundant composition states, in the case
of powering restoration the side that is abnormal, it
is recorded. In timing that is received the shutdown
signal from UPS1, check whether there is normal
restoration or not.

532

info

Netshut GET UPS1 STATUS(*).

When the system log is enable redundant
composition, it is recorded. When the system log
receives the shutdown signal, it records the result
that acquired the other UPS condition.

Input the value of [ jemaUpsOutputSource | of
UEMA-MIB in *

533

info

Netshut GET UPS2 STATUS(*).

When the system is enable redundant composition,
it is recorded. When the system log receives the
shutdown signal, it records the result that acquired
the other UPS condition.

Input the value of [jemaUpsOutputSource] in *.

Table 8

4.5.1. The record example to the system log

[Example of system log In the case of starting up (When the system log sets the default) ]

Source

class

class Event ID User

Explanation

Netshut

No

info 2 N/A

Netshut Start (port 7006).

[Example of system log In the case of shutdown execution (When the system log sets the default) ]

Source class class Event ID User Explanation
Netshut No info 4 N/A Netshut Recv Start (from 10.65.11.130).
Source class class Event ID User Explanation
Netshut No info 1 N/A Netshut CMD OK (from 10.65.11.130).
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4.6. Setting in the case of shut-down action

When FU-a3-Shutdown receives the shutdown signal, implement “doshutdown.bat” within installation folder.
When the “doshutdown.bat” of contents is changed, external program can be executed in the case of shutdown.

Notel)

Note2)

“When the description of doshutdown.bat” is incorrect, there is the case that do not finish
normally OS.
“doshutdown.bat” is implemented in the background (no interactive).

The content of “doshutdown.bat” in the initial condition is as illustrated below.

In the case of Windows 2000, Windows XP, Windows Server 2003|

shutdown.exe /L /Y /C /T:10

In the case for period of Windows Vista

shutdown_vista.vbs

The case [Command (Batch treatment[batch.bat]before shut-down) is implemented |as example in this explain.

The command that want to implement in 1 line of “doshutdown.bat” of default.

There is the command that performs shutdown for period of the 1 line.

Notel)
Note2)
Note3)

The additional command needs to finish (Control is returned.) the implementation.

When taking time in treatment, set the UPS output stop delay time enough.

Because the shutdown of OS performs after added command finishes, the implemented time
amount of command delays the shutdown of OS.

The example is as illustrated below.

In the case for Windows 2000, Windows XP, Windows Server 2003|

c;¥shutdown_scripts¥batch.bat
shutdown.exe /L /Y /C /T:10

|In the case for period of Windows Vista|

c;¥shutdown_scripts¥batch.bat
shutdown_vista.vbs
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5 Trouble shooting

5.1. Shutdown is not implemented.

Check the following thing as the cause that is not shut down.
1. The communication is shut down by the Firewall.
2. Trouble shooting does not correspond to the communication port that is designated in the OS shutdown
setting screen of FU- o 3-LANBOARD card.

5.2. In the case of shut-down action, external program can not implement

There is the case that can not uselapplication execution ] from the service program in the Windows 8/8.1, Windows
Server 2012 and Windows Server 2012 R2 (for the period of OS)

This is change to  [disable| about the authorization of conversation form execution of service program.

Also. [Application implementation | is inspected and reported in [ Interactive Service Detection | (Interactive service
inspection service) to [Eventviewer] - [Windows log| - [system] .

As prevented method, the registry is performed when changing.
Pass of registry : HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥Windows
Subkey : NolnteractiveServices
Regulated value : 1
Modified value : Change to 0

Caution

Be careful enough not to mistake about the change of registry. There is possibility that can not start up windows about

the setting.

5.3. Filtering Shutdown signal in IP address.

Use the Firewall about the filtering to authorization rejection of shut down signal.

Refer to the following[5.3.1 In the case of authorizing only from specific IP address in Windows firewall when using
Windows Firewall. When using the other security software is used, authorize the following response of port to take
shutdown command from FU- « 3-LANBOARD.

TCP receive port number (In the case of default) :7006
Process name: Netshut. exe

5.3.1. In the case of authorizing only from specific IP address in the Windows Firewall

In OS (for period of Windows XP) mounted with Windows Firewall The setting of Firewall is added automatically
when FU-a3-Shutdown is installed. Because the additional setting authorizes the receive randomly from IP address,
there is possible to authorize the shutdown signal of only specific IP address for changing the setting of Windows
Firewall.
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|In the case of Windows XP, Windows Server 2003|

1. Execute “Windows Firewall” of the program from the control panel.

Control Panel

File Edit Wew Favortes Tools Help

O Back Q lﬁ p Search H__" Falders v
address | Control Panel V| Go

ontrol Panel 6 _i @ i j @
; ) Accessibility  Add Hardware Add or W_indows fromatic  Date and Time  Display
B’ Switch o Category Wiew Cptians Remav... Firewall pdates

_ Folder Options Font: Game Internek Kevboard Mouse Metwork
£ windows Update Controllers Options Connections

@) Help and Support @ % ﬁ[h _\qé g g j

Metwork Setup  Phone and  Power Options  Printers and  Regional and  Scanners and  Scheduled

&
W

See Also

in

‘Wizard Madem ... Faxes Language ... Cameras Tasks
Security Sounds and Speech Syskem Taskbar and  User Accounts g qrinictr ative
Center Audio Devices Start Menu Toals
|
Wireless
Metwork Set...

Figure 20 CONTROL PANEL screen

2. After the tab [EXCEPTION] button from Windows Firewall is selected, select the [EDITION] button after
[Netshut] button is selected.

“windows Firewall iz blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows gome programs
to wark. better but might increase your security risk.

Programs and Services:

Mame

O

[ v Hetshut

Metwork Diagnoshics forwindows <F
Femote Assistance

O Remote Desktop

O UPKP Frammework,

N

[¢
Add Program. .. Add Port.. E di Delete
| | ——

Display a notification when Windows Firewall blocks a program

"What are the rigks of alowing exceptions?

L Ok ] [ Cancel

Figure 21 WINDOWS FIREWALL screen
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3. Select the [SCOPE CHANGE] button from the port edition.

Edit a Port X

Ilz& these settings to apen a port through *Windows Firewall. To find the part

number and protocol, consulk the documentation for the program or service you
want ko use.

M ame; | I etk

Port number: | F00E |

() TCP O UDP

What are the rizkz of opening a port?

Change scope... | D

Figure 22 PORT EDITION screen

N\
—\

4. Select the [OK] button after the setting that performs the authorization is selected from SCOPE CHANGE.

The shutdown signal is only authorized from 192.168.10.10 as shown in Figure 23.
Change Scope E'

T o zpecify the zet of computers for which thiz port or program i= unblocked, click an
ophion below.

To zpecity a cuztom list, type a list of IP addreszes. subnetz, or both, zeparated by
COMMas.

() Any computer [including thoze on the Internet]
() My netwark, [zubnet] anly

(%) Custom list:

|1E|2.1EB.1EI.1E1

Example: 192.168.174.201 192168114, 201 /266, 255, 255.0

[ ok H Canicel ]

Figure 23 SCOPE CHANGE screen

Return to the port edition.



5. Select the [OK] button from the port edition.

Edit a Port X]

Ilz& these settings to apen a port through *Windows Firewall. To find the part

number and protocol, consulk the documentation for the program or service you
want ko use.

M ame; | I etk

Port number: | F00E |

() TCP O UDP

What are the rizkz of opening a port?

Figure 24 PORT EDITION screen

Return to Windows Firewall.

6. Select the [OK] button from the Windows Firewall.

-
= Windows Firewall

General | Exceptions | Advanced

windows Firawall iz blocking incoming netwark connections, except far the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase vour security risk.

Programs and Services:

Metshut

Metwork Diagnostics for \Windows »P
Remate Assistance

[ Remate Desktap

O UPRP Frameswark.

[ 4gdPogem.. | [ addPor. |[  Edi. |

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptions?

Ok ancel
Figure 25 WINDOWS FIREWALL screen

The change of setting completes.
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|In the case for period of Windows VISTA|

1. Select the [SYSTEM AND SECURITY] button from the control panel.

=

) |E3 » Control Panel » = | %4 || |Search Control Pane!
Y

Adjust your computer's settings View by: Category ~

User Accounts and Family Safety
Review your computer s status @' Add or remove user accounts
Back up your computer

Find and fix problems

Network and Internet
@h Connect to the Internet
e View network status and tasks
Choose homegreup and sharing options

@' Set up parental controls for any user

Change the theme
Change desktop background
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Hardware and Sound

L/
ﬁ‘ View devices and printers
Add a device

- Appearance and Personalization
LI
) # W\ Ease of Access
F‘f‘—_l' Programs U Let Windows suggest settings
h 4 Optimize visual display

Uninstall a program

Figure 26 CONTROL PANEL screen

2. Select the [WINDOWS FIREWALL] button from the SYSTEM AND SECURITY.

b=]
@(T)-|¢3 v Control Panel » System and Security » - |¢" | Search Control Panel pel |

Control Panel Home Action Center

« System and Security L Review your computer's status and resolve issues ’@ Change User Account Ccntrc.:l settings
Troubleshoot commeon computer problems | Restore your computer to an earlier time
Metwork and Internet

Hardware and Sound ? dows Firewall >
Check firewall status llow a program through Windows Firewall

Programs

User Accounts and Family S__ystem X

Safety View amount of RAM and processor speed | Check the Windows Experience Index

Appearance and '@A\Icw remote access | Seethe name of this computer @Dew(el‘ddnﬂger

Personalization . Iﬂ"' Windows Update )
vl Lanz g el R “al  Turn automatic updating on oroff | Checkforupdates | View installed updates 5

Ease of Access .
Power Options

Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

Aty Backup and Restore

[= Back up your computer | Restore files from backup

BitLocker Drive Encryption
Protect your computer by encrypting data on your disk | Manage BitLocker

Administrative Tools
Free up disk space = Defragment your hard drive '@'Create and format hard disk partitions
) View event loas | B Schedule tasks S

Figure 27 SYSTEM AND SECURITY screen




3. Select the [Advanced SETTING] button from Windows Firewall.

E=1 Bom x5

- ‘ 5 | | Search Control Panel o

@

—
@uv‘ﬂ » Control Panel » System and Security » Windows Firewall

Control Panel H . - .
e Help protect your computer with Windows Firewall

Allow a program or feature

4 L Windows Firewall can help prevent hackers or malicious software from gaining access te your computer
through Windows Firewall

through the Internet or a network.
@I Change notification settings How does a firewall help protect my computer?

@3 Turn Windows Firewall on or What are network locations?

off

J Restore defaults
< J Advanced settings

Troubleshoot my network

. ’-@ Home or work (private) networks Not Connected (¥)

. r@ Public networks

MNetworks in public places such as airports or coffee shops

Connected 'Zz\:)

See also

Action Center

Windows Firewall state:

Incoming connections:

Active public networks:

Motification state:

Metwork and Sharing Center

On

Block all connections to programs that are not on
the list of allowed programs

Unidentified netwerk

Motify me when Windows Firewall blocks a new

program

4. After [REGULATION OF RECEIVER] button is selected, select the property after [Netshut] button is selected.

Figure 28 WINDOWS FIREWALL screen

ﬂ Windows Firewall with Advanced Security EI@
File Action View Help
ol ARS
-
= Eub;k;zdnzuRlzlses I Mame Group = = -{nbnund Rules -
¥ Connection Security Rules § =||| &3 MNewRule..
: ‘Lﬂ Monitoring .BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Rs_ T Filter by Profile >
.BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Ca )
.BranchCache Peer Discovery (WSD-In) BranchCache - Peer Disco Filter by State y
Ty
.Connect to a Network Projector (TCP-In)  Connect to a Network Pro ST Filter by Group 4
.Connect to a Network Projector (TCP-In)  Connect to a Network Pro View »
.Connect to a Metwork Projector (W5D Ev... Connect to a Network Pro
3 @ Refresh
.Connect to a Metwork Projector (W5D Ev... Connect to a Network Pro
@ Connect to a Netwark Projector (WSD Ev... Connect to a Netwark Pro = Exportlist.
.Connect to a Metwork Projector (W5D Ev..  Connect to a Metwork Pro Help
.Connect to a Network Projector (W5D-In)  Connect to a Network Pro
@Core MNetwerking - Destination Unreacha... Core Networking S -
@) Core Netwarking - Destination Unreacha... Core Networking % Disable Rule
@Core Netwerking - Dynamic Host Config... Core Networking ago‘ Cut
@Core Netwerking - Dynamic Host Config... Core Networking -
@Core Netwerking - Internet Group Mana... Core Networking o Copy
(@ Core Netwarking - IPHTTPS (TCP-In) Core Networking K Delete
@ Core Netwarking - IPv6 (IPv6-In) Core Networking Q] Properties )
@Core MNetwerking - Multicast Listener Do...  Core Networking Help
@Core MNetwerking - Multicast Listener Qu... Core Networking
@Core Netwerking - Multicast Listener Rep... Core Networking -
oo N T »

Figure 29 WINDOWS FIREWALL THAT CAN BE RAINFORCED SECURITY screen
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5. After the tab [SCOPE] is selected, select the [ADDITION] button after [THESE IP ADDRESSES] button of remote IP
address is selected.

Metshut Properties @

General I Programs and Services I Computers
Protocols and Ports Scope Yudvanced I Users
v

Local IP address
A @ Aoy IP address
LT

() These IP addresses:

Remote IP address
R () Any IP address

L ¥
< @ These IF addresses: >

 Add.. D

Leam more about setting the scope

[ ok [ camce |[ Aoy |

Figure 30 PROPERTY OF NETSHUT screen

6. Select the [OK] button after the setting that performs authorization is changed.
Only shutdown signal is authorized from 192.168.10.10 in example (Figure 33).

IP Address (=250

o P Y g | w | Fy .
ey deaas ik

@ This IP address or subnet:

132.168.10.10]

Bamples: 1592.168.0.12
152.168.1.0/24
2002:5d3b:1231:4:208: 74f fe39:6c43
2002:9d3b:1a31:4:208: 74 fe39:0/112

() This IP address mnge:
From:

To:

S R

il P

Default gateway

Leam more about specifying IP addresses

X T |

Figure 31 IP ADDRESSES screen
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7. Select the [OK] button from the property of Netshut.

MNetshut Properties @

General Programs and Services I Computers |
Protocols and Ports Scope | Advanced I Users |

Local IP address

:‘_}-, @ Any IP address

() These IP addresses:

Remote P address
A ) Any IP address
vk

@ These IP addresses:
152.168.10.10

i Leam more about setting the scope §

==

Figure 32 PROPERTY OF NETSHUT screen

Return to the Windows Firewal

8. Finish Windows Firewall.

| of enhanced security.

File Action View Help
e

&% Windows Firewall with Advanced Security

&P Windows Firewall with Advance
&3 Inbound Rules
Outbound Rules
%% Connection Security Rules
- B Monitoring

Inbound Rules

MName Group ‘ 'S

@ MNetshut -

.BranchCache Content Retrieval (HTTP-In) BranchCache - Content Re 1
.BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Ca
.BranchCache Peer Discovery (W5D-In)
.Connectto a Metwork Projector (TCP-In)  Connect to a Network Pro
.Connectto a Metwork Projector (TCP-In)  Connect to a Network Pro
.Connectto a Metwork Projector (WSD Ev... Connect to a Network Pro
.Connectto a Metwork Projector (WSD Ev... Connect to a Network Pro
.Cunnecttu a Metwork Projector (W5D Ev... Connect to a Network Pro
.Connectto a Metwork Projector (WSD Ev... Connect to a Network Pro
.Connectto a Metwork Projector (WSD-In)  Connect to a Network Pro
@Core MNetworking - Destination Unreacha... Core Metworking
@Core MNetworking - Destination Unreacha... Core Metworking
@Core MNetworking - Dynamic Host Config... Core Metworking
@Core MNetworking - Dynamic Host Config... Core Metworking
@Core MNetworking - Internet Group Mana...  Core Metworking

BranchCache - Peer Discor

@Core MNetworking - IPHTTPS (TCP-In) Core Metworking

@Core MNetworking - IPvG (IPvG-In) Core Metworking

@Core MNetworking - Multicast Listener Do..  Core Metworking

@Core MNetworking - Multicast Listener Qu... Core Metworking

@Core MNetworking - Multicast Listener Rep... Core Metworking -
4 | i | b

ookl

Actions

Inbound Rules

d Mew Rule...

' Filter by Profile
S Filter by State
' Filter by Group
View

Refresh

Export List...

mE B

Help

v v v w

Figure 33 PROPERTY OF NETSHUT screen

The change of setting completes.
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